
DO YOU KNOW HOW TO SECURELY HANDLE AND
PROTECT THE SENSITIVE INFORMATION THAT YOU

HANDLE EVERY DAY? 
(EMAIL, STORE, SEND, MAIL, ETC)

DO YOU KNOW HOW TO REPORT A CONCERN
IN SOCIAL ENGINEERING OR ANY

CYBERSECURITY INCIDENT YOU MAY
OBSERVE OR SUSPECT?

DO YOU KNOW WHAT TOOLS ARE APPROVED
FOR YOU TO USE AND TRUST WHEN WORKING

WITH COMPANY INFORMATION? (EVEN IF THEY
ARE EXTERNAL TOOLS LIKE GOOGLE DOCS, A

FILE SHARING APP, OR A CLOUD PORTAL)

DO YOU HAVE UNIQUE AND STRONG
PASSWORDS FOR EVERY ACCOUNT THAT
YOU HAVE? HAVE YOU MADE IT EASIER ON
YOURSELF BY USING AN APPROVED
PASSWORD MANAGER APP?

DO YOU KNOW ABOUT ALL FORMS OF SOCIAL
ENGINEERING AND HOW TO SPOT THEM
THROUGHOUT YOUR DAY? (VISHING - PHONE
CALL, SMISHING - SMS / TEXT MESSAGE SCAMS,
PHISHING - EMAILS, SOCIAL MEDIA ENGINEERING) 

TEST YOUR SECURITY
HOW TO

DO YOU KNOW WHAT INFORMATION YOU
HANDLE IS MOST SENSITIVE AND WHY?

DO YOU KNOW ABOUT RANSOMWARE, HOW IT
GETS IN YOUR SYSTEM, AND WHAT TO DO IF
YOU GET IT?

DO YOU USE MULTI FACTOR
AUTHENTICATION WHEREVER POSSIBLE? 

 (THIS GIVES YOU EXTRA LAYERS OF
PROTECTION EVEN IF YOUR PASSWORD

GETS COMPROMISED)

REVEAL RISK

8 QUESTIONS TO ASK YOURSELF  TO DETERMINE HOW YOUR
CYBERSECURITY STACKS UP AT THE OFFICE


